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Michael Vaughn, changed the bid specs. 
Instead of requiring that barrels remain 
intact during a blast, the T told bidders, 
“Lids designed to separate straight up 
are acceptable.” The T also weakened its 
testing standards, eliminating the require-
ment that tests be documented by video 
and photograph, and waiving the require-
ment that testing facilities be indepen-
dent, so long as bidders could “provide 
documentation that like transit agencies 
have accepted delivery” of their barrels. A 
third line of the addendum required that 
test detonations be done from 
the barrel’s center point.

Grant Haber believes that 
these changes were designed 
to intentionally swing the con-
tract to Mistral. As president 
of the security firm American 
Innovations, Inc., Haber bid on 
the T contract and witnessed 
these machinations from a 
front-row seat.

Prior to bidding on the T’s 
anti-bomb trashcan contract, 
Haber educated MBTA police 
officers about this anti-terror-
ism technology, helping them 
understand how to respond 
to the DNC’s unprecedented 
security demands. A source 
inside the MBTA told the Dig 
that when Haber was helping 
MBTA police draft bid spec 
recommendations, he was 
honest, professional and help-
ful. According to this source, 
the MBTA police recommend-
ed that the new anti-bomb 
trash cans provide at least as much blast 
protection as their old cans (5.5 pounds 
of TNT, a figure that had been circulated 
publicly). Additionally, T Police requested 
that bidders submit video proof of their 
products’ performance, demonstrating 
that the blast would not penetrate the 
can’s outer shell during an explosion, and 
that the T randomly test a few cans upon 
their arrival in Boston. 

MBTA management disregarded their 
own police officers’ recommendations, 
instead drafting an IFB with a very low 
blast protection threshold—1.6 pounds of 
TNT, down from an initial internal figure 
of 3.3 pounds of TNT, and significantly 
weaker than the T’s older 5.5 pound bomb-
resistant trash cans. The T also ignored its 
police officers’ recommendation that the 
cans be randomly tested prior to their in-
stallation in Boston, and Vaughn’s revised 
IFB, which eliminated the requirement for 
video test verification and allowed cans’ 
lids to separate upwards, further contra-
dicted MBTA Police advice. 

According to the unnamed source 
inside the T, the police recommendations 
were made “based on safety and security 

issues,” so when T management under-
mined these recommendations, they were 
not being made in the best interests of 
public safety. Instead, as the T prepared 
for the highest-security event in Boston’s 
history, they settled for 220 new cans that 
were significantly inferior to the ones 
already scattered around the T’s system. 
They approached the Globe and said as 
much. What’s more, in print, Mistral’s Eyal 
Banai overstated the cans’ TNT rating (he 
claimed 2 pounds, although the barrels he 
supplied to the T were only rated between 

1.6 and 1.7 pounds of TNT), so 
someone wanting to defeat 
the bomb-resistant barrels 
would stuff them with much 
more explosives than they 
would be capable of with-
standing; if that happened, 
the barrel’s steel exterior 
would shatter into shrapnel, 
essentially becoming part of 
the bomb.

“Two pounds of explosives 
is insignificant, considering 
the amount of explosives 
that can fit inside the cavity 
of a public trash can,” Haber 
scoffs. “It’s about the size of a 
softball—it’s not at all hard to 
conceal.”

“Stronger barrels were 
recommended. I don’t know 
why they went against that 
recommendation,” the MBTA 
source says. “I suspect it was a 
financial decision.”

Then there’s the question 
of why the T was dealing with 

Mistral Security in the first place; Eyal 
Banai’s firm has acted in a fashion clearly 
detrimental to their stated mission of 
protecting the public. For example, there is 
no such thing as a bomb-proof trash can; 
there are only bomb-resistant trashcans. 
These units deter terrorists by creating 
doubt in their minds, because an attack is 
worthless if it’s not expected to succeed. 
In the terrorist’s mind, the trashcan has 
the advantage. Eyal Banai destroyed this 
advantage when he told the Globe how 
weak the MBTA’s new bomb-resistant cans 
were. Just by logging onto the internet, an 
attacker could (and still can) be told how 
many pounds of explosives are needed to 
guarantee a successful attack. The cans’ ef-
fectiveness was further weakened because 
Banai overstated their strength in print.

That’s not the only time Mistral has 
publicized extremely sensitive informa-
tion. Terrorist organizations wishing to 
browse a list of potential targets (a variety 
of airports, subways and courthouses) and 
learn the maximum TNT rating in use at 
these facilities can obtain such informa-
tion on the company’s website, www.
mistralgroup.com. Or, if you prefer, Google 
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