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Restrictions Management, according to the FSF).
Essentially, DRM is code that dictates how devices and 

media function. It exists ostensibly to combat piracy, but 
increasingly it’s being used as a tool to let the Recording 
Industry Association of America and Motion Picture 
Association of America slither into consumers’ computers 
and living rooms. In its various incarnations, DRM can 
prevent CD and DVD copying; restrict the number of 
times iTunes songs can be burned or copied; block viewers 
from fast-forwarding through DVDs and DVR’ed TV 
commercials; and impair cross-brand operability, like when 
it prevents Napster songs from loading onto your iPod. And 
remember the Sony rootkit that spied on your computer, 
exposed your personal data to hackers and then fried your 
CD drive when you tried to uninstall it? That was DRM, too.

“DRM sets up a proprietary hellhole that’s very hard to 
escape from,” Brown says. “Freedom number one for free-
software users is the freedom to change and modify their 
software, and still have it work. It’s the same as modding 
your car—you want to customize it, and still have it work. 
If you hack DRM software, it’ll no longer work; DRM is 
never compatible with the goals of free software.

“Even beyond free-software users, we can see 
[corporations] building the fences higher and higher; we 
want to stop DRM as a consumer issue. It affects anyone 
who watches movies or listens to music on their computer.”

As technology progresses, Brown fears that DRM will 
become increasingly intrusive. And as things stand, citizens 
have very few tools for combating whatever booby traps 
media and electronics companies bundle into their products. 

When it passed the Digital Millennium Copyright 
Act (DMCA) in 1998, Congress banned devices and code 
that circumvent DRM—essentially giving consumers no 
recourse or escape from overly restrictive DRM measures, 
even when that DRM blocks uses, like making personal 
backup copies of media, that are legal under the fair use 
provisions of copyright law. The DMCA established a 
system in which consumers have only two choices: Either 
surrender all rights and discretion to distant corporations 
and their lobbyists, or reject devices and media containing 
DRM altogether. 

The FSF’s Defective By Design campaign is attempting 
to steer people toward the latter. Last September, a Disney 
exec named Peter Lee got unusually honest with a reporter 
from The Economist, and that candor has haunted Lee’s 
industry ever since. “If consumers even know there’s a DRM, 
what it is, and how it works, we’ve already failed,” Lee said. 
For the anti-DRM set, Lee’s statement perfectly encapsulates 
the arrogance behind the restrictive technology. 

“DRM changes a person’s relationship to media from 
one of ownership, where you can give media to a friend, 
or resell it when you’re tired of it, to one where you’re 
acquiring a series of revocable permissions to use the 
media, but you don’t own it,” says Gregory Heller, the 
campaign director for Defective By Design. “And with DRM, 

our computers could be reporting data back to companies 
without our knowledge.

“The technology makes the issue sound complex, but 
it’s easy to understand when you say you’ve got a device 
that only works the way corporations want it to work. 
People would be up in arms if, when you bought a car, the 
dealer said, ‘You can’t open up the hood, you can’t put 
different tires on, you can only use the gas we sell you, and 
that gas costs more.’ People would say, ‘I’m not going to 
buy that car!’”

“It’s about liberty,” Brown adds, emphatically. 
Increasingly, Brown says, media companies are writing 

restrictive DRM directly into hardware. Under a bill being 
pushed right now by Alaska Senator Ted “Series of Tubes” 
Stevens, digital radio, television and media will include so-
called broadcast flags that will tell recording devices that 
they’re not permitted to record programs. Manufacturers 
may be able to remotely switch off Blu-ray DVD players, 
and other digital devices will be able to monitor media and 
alert the authorities when impermissible activity occurs.

Why all the fascism? “The need to have media companies 
at all is disappearing,” argues Brown. “You can create and 
distribute music on your own, all the delivery systems are 
free, the networking is free—where do you need a media 
company? DRM is a way to close all these alternate systems 
down. All we’re trying to do is slow the adoption of DRM 
long enough to give these new models a chance.” 

“All this stuff is being introduced in the hardware 
that’s coming this holiday season,” Brown warns. “The 
corporations are saying that all these technologies won’t 
be operable at first, but what they’re doing is getting us to 
take down our old devices, getting these DRM devices into 
our homes and then switching on the DRM over time.”

Because the DMCA prohibits consumers from fighting 
DRM with technology, Brown’s group must mobilize the 
American consumer into a massive boycott of DRM-
enabled products. And because the first wave of truly evil 
DRM-enabled electronics will hit the shelves in time for 
Christmas, D-day for the FSF is right now.

The FSF’s campaign is designed to quickly raise 
awareness of a complex, shadowy issue that Heller, 
the campaign director, calls “a multi-headed, moving 
monster.” Defective By Design has been very successful at 
both keeping its message easily digestible and attracting 
attention to itself. 

“Different aspects of it affect different peoples’ lives,” 
explains Heller. “We’re trying to link it all together so 
people don’t say, ‘I don’t like this type of DRM, but this 
type is OK.’ We say, ‘All DRM is DRM, and DRM is bad. You 
can’t abridge freedom.’”

You also can’t walk into an Apple store without passing 
a picket line of protesters in yellow hazmat suits, hearing 
them shout about how Apple uses DRM and DRM is evil, 
and pocketing some Defective By Design literature; FSF 
hazmat crews have been picketing Apple all summer. They 

recently staged a day-long call-in to the MPAA and a 
brilliantly stupid press stunt in which they called on Bono 
to oppose DRM. 

“We don’t really care what he says—it’ll be news either 
way,” Brown says. “When we launched the drive, the story 
got picked up everywhere. We had DRM being described to 
people everywhere. When we deliver the petition, that’ll be 
another big story. And when you make a story, you make 
people aware.”

The visibility protests and press stunts will only get 
bigger. On October 3, the FSF is calling for a massive “Day 
Without DRM.” And as the holiday shopping season nears, 
prepare to see lots of anti-DRM stickers slapped all over 
this season’s hottest DRM-enabled gifts. 

Brown argues that, with the way the FSF has structured 
its anti-DRM campaign, “We don’t need the man on 
the street to know. All we need is enough so that when 
these DRM products launch, they flop. We’re building an 
environment where the customer hates DRM. Companies 
won’t want to keep pushing DRM because they’ll have 
concerns about their business.”

“People who join the campaign are the campaign,” 
Brown explains. “They pledge direct action. Their actions are 
very clearly focused. Our 8,000 members have the power 
to influence their entire network of friends and family, 
and that’s more awareness than ad money can buy. A little 
eruption has occurred, and we’re now seeing the first wave 
of a tidal wave. When people are aware of DRM, DRM will 
lose—it’s just about making those connections.”

You can create and distribute music on your own, 
all the delivery systems are free, the networking is 
free where do you need a media company? DRM is 
a way to close all these alternate systems down.
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